BISWAIJIT SAHU

Enterprise Security Analyst | Certified Cybercrime Intervention Officer
Contact: +91 8895224440

Email: sahubiswajit1996 @gmail.com

Website: biswajitsahu.com

LinkedIn: https://www.linkedin.com/in/sahubiswajit1996/

OBJECTIVE:
An enthusiastic & high energy-driven professional, targeting challenging assignments in Information security with a reputed organization in
the IT Industry.

PROFILE SUMMARY:
. A competent professional with 2 years of experience as an Enterprise Security Analyst.
. Completed certification as a trained Certified Cybercrime Intervention Officer (CCIO)
. Technical expertise in Mobile Device Management and Forensic investigations with hands-on exposure in IBM MaaS360, Red

Team etc.

. Investigate security breaches and other cybersecurity incidents.

. Install security measures and operate software to protect systems and information infrastructure, including data encryption
programs.

. Document security breaches and assess the damage they cause. Work with the security team to perform uncover
vulnerabilities.

. A passionate engineer who is a self-starter and capable of applying technical abilities to improve the company’s security
posture.

. Outstanding communicator with great analytical, problem-solving, and organisational skills.

CORE COMPETENCIES:

. Mobile Device Management (MDM)

. Office365 Auditing

. Forensic Investigation

. Endpoint Security

. Data Loss Prevention

. Identity and Access Management (IAM)
. Amazon Simple Email Service (AWS SES)

CERTIFICATION:

. AWS Cloud Practitioner MARCH 2022
Amazon Web Services

. Qualys Certified Specialist on PCI Compliance JANUARY 2022
Qualys

. Qualys Certified Specialist on Vulnerability Management JANUARY 2022
Qualys

. Certified Cybercrime Intervention Officer JUNE 2021

National Security Database

. Certified Cyber Warrior MAY 2021
HackingFlix
EDUCATION:

. Bachelor’s in Technology from BPUT, Rourkela, 2018
. Intermediate from K.B. Hist, Phulbani, CHSE, 2014
. Matriculation from Saraswati Shishu Vidya Mandir, Phulbani, BSE
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WORK EXPERIENCE:

Skillmine Technology Consulting Pvt Ltd

Enterprise Security Analyst

v" Mobile Device Management

IBM MaaS360 and Microsoft Intune Administrator
Managing more than 600 BYOD and COD devices
Unified endpoint management (UEM)

i0S, Android, Windows, macOS MaaS360 enrolment
Hands-on troubleshooting in production

Enterprise mobility management (EMM)

Mobile security

v" Forensic Investigation

Mail security Investigation

Forensic investigation from Patient Zero to now
Social Engineering

System hardening

v" Endpoint Security:

Installation, upgradation and troubleshooting of endpoint security tools.
Investigating and remediating the malware alerts
Managing Endpoint and configuration of Endpoint protection policies

v" ldentity Access Management:

Administration of IAM tool

Device & User On-Boarding, Access Provisioning through Policy Mapping, SOP for users
Monitoring and auditing activity logs

Password management configuration

Restrict outside PAM access configuration

ACCOMPLISHMENT:

. Ability to lead client meetings and communicate in a professional and upbeat manner.

. Corporate level Information security awareness and training.

. Spot award for your outstanding performance in Skillmine for the 1%t quarter of 2021.

. Lead and managed a team of three in Mobile Device Management.

. Created, maintained, and monitored the entire MDM infrastructure of clients.

. Created company policies and processes for handling sensitive data on endpoint devices.

LONG TERM GOAL:

. Cloud Security Engineer
. Cryptocurrency Security engineer

OTHER INFORMATION:

Passport Details: ZXXXXXX4 valid till 16-02-2030

DECLARATION:

| hereby declare that the above information given by me is true and correct to the best of my knowledge.

Biswajit Sahu

Enterprise Security Analyst
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